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ABSTRACT
5G messaging services, based on Global System for Mobile Commu-
nications Association (GSMA) Rich Communication Service (RCS)
and 3rd Generation Partnership Project (3GPP) IP Multimedia Sub-
system (IMS), have been deployed globally by more than 90 mobile
operators serving over 421 million monthly active users via 1.2
billion devices. Despite the widespread use, security research of
5G messaging remains sparse. In this paper, we present a com-
prehensive security analysis and measurement of 5G messaging
services, assisted by a semi-automated testing tool we developed.
We considered both carrier-side deployment and phone-side soft-
ware implementations by testing against three large operators,
each with hundreds of millions of subscribers, and six popular 5G
messaging-enabled devices. We uncovered 4 categories of vulner-
abilities, allowing for a wide range of attacks, including Man-In-
The-Middle (MITM) attacks, zero-click remote information leak-
age, phone storage exhaustion and mobile data consumption, and
Denial-of-Services (DoS) attacks. Our study underscores the need
for further security enhancements in security specifications, imple-
mentation, and deployment of 5G messaging services.
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1 INTRODUCTION
First introduced 30 years ago, Short Message Service (SMS) contin-
ues to be popular. Over the years, SMS technology and functions
have evolved significantly, transitioning from basic text transmis-
sion to supporting multimedia content. Especially, the advent of
Rich Communication Services (RCS) has notably expanded SMS
functionality. RCS not only facilitates high-quality image and video
transmission, surpassing traditional SMS capabilities, but also in-
troduces features like group chats and video calls. As a result of
these advancements, SMS has found extensive use in diverse fields
such as e-commerce and banking applications.

GSMA has specified RCS as a mandatory feature for 5G termi-
nals [11]. Its rich functionalities and promising commercial prospects
also have led to substantial support and promotion from mobile
operators worldwide. For example, several large mobile operators
jointly released the “The 5G Messaging Service” whitepaper in
2020 [13], demonstrating their strong commitment to the deploy-
ment of RCS-based 5Gmessaging. As of 2022, RCS has been adopted
by more than 90 mobile operators in 60 countries, serving over 421
million monthly active users via 1.2 billion devices [10].

The SMS system has been found to have numerous security
vulnerabilities, as highlighted in prior studies [20, 21, 26, 31, 35].
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Particularly noteworthy is the fact that the introduction of new
SMS mechanisms and architectures can potentially open up new av-
enues for attacks. For instance, the transition from 3G to 4G, which
involved a shift from circuit-switched domain to packet-switched
domain, presented new security challenges. In 2016, Tu et al. [42]
identified various new security threats in the IP Multimedia Subsys-
tem (IMS)-based SMS, including spoofing and data injection, which
could be exploited, e.g., for fraud. Therefore, a natural question
arises: what are the potential security pitfalls in 5G messaging, which
is also based on IMS?

So far, only Zhao et al. [46] have studied the security issues in
5G messaging, by primarily exploring One Time Password (OTP)
based subscriber authentication procedure in RCS deployments
by four US operators. However, OTP is not the only subscriber
authentication procedure used in RCS, and it may not be used by
other operators. For instance, our investigation found that the three
operators we tested use Authentication and Key Agreement (AKA)
rather than OTP for authentication, suggesting the possibility of
other security issues. In addition, the overall process involved in 5G
messaging is quite extensive. Many other procedures besides user
authentication are closely related to security and worth analyzing.
Nevertheless, previous discovery of security issues is dependent on
manual efforts without the assistance of automated tools.

This work delves into an in-depth security analysis of 5G mes-
saging services, with a focus on their deployment by mobile opera-
tors (carrier-side) and the software implementation on end devices
(phone-side). Our methodology starts with an examination of rele-
vant standards [3, 12, 15] and network traffic generated between
actual 5G messaging applications and operators, providing insights
into real-world 5G messaging operations. Based on the standards
and its actual deployment, leveraging our security expertise, we
propose the threat model and potential vulnerabilities of 5G mes-
saging at two aspects: cryptographic protocols and application
layer protocols. Then we designed Sipano, a semi-automated tool,
to systematically detect and confirm potential vulnerabilities in
real-world 5G messaging services. Our tests covered three large
mobile operators (OP-I, OP-II and OP-III, from the same country),
each serving hundreds of millions of users, and six popular 5G
messaging-enabled devices (Xiaomi, Redmi, Huawei, Honor, ZTE,
and Samsung).

Our findings reveal numerous unreported security flaws in prac-
tical 5G messaging systems, briefly summarized below (see details
in Table 1). On the carrier side, we found that all three operators do
not comply with the security requirement in IMS security specifi-
cation [3] on protecting the interface between the User Equipment
(UE) and the Proxy Call Session Control Function (P-CSCF) (i.e.,
the Gm interface defined by 3GPP TS 23.002 [1]). More specifically,
when 5G UE uses the cellular network of any of the three operators
for 5G messaging services, the integrity of SIP signaling channel
between the UE and P-CSCF is not protected with IPsec Encap-
sulating Security Payload (ESP), as required by [3]. On the end
device side, we also uncovered security issues of 5G messaging
implementations in all the phone models we tested. For example,
while Transport Layer Security (TLS) is used to protect 5G mes-
saging traffic between UE and P-CSCF under Wi-Fi, we found that
devices from Xiaomi, Redmi, and ZTE do not implement TLS certifi-
cate validation properly, allowing MITM attacks. We also identified

other issues that allow various attacks including zero-click remote
information leakage, phone storage and data usage exhaustion, and
Denial-of-Services (DoS) attacks towards an arbitrary server or the
messaging applications on devices from Samsung, Xiaomi, Redmi,
and ZTE. All the attacks are validated in our lab environment (with
controlled devices). We have reported all vulnerabilities to affected
mobile vendors and the national CERT agency, and received their
confirmation. We also sent reports to GSMA to discuss the mitiga-
tions. Mitigation of V3 by updating TS 33.203, as recommended by
GSMA based on our findings, has been approved by 3GPP[4].

In summary, our study reveals a landscape of security vulnerabil-
ities and potential attacks in real-world 5G messaging deployment,
highlighting the urgent need for further security improvements in
specifications, implementation, and deployment. Our main contri-
butions are summarized as follows:

• We conducted an in-depth security assessment of the deploy-
ment and implementation of 5G messaging, and proposed a
threat model and potential security issues, including protocol
design flaws, non-compliant deployments and implementa-
tion vulnerabilities. We also developed a semi-automated
detection tool, Sipano, to detect and verify potential vulner-
abilities, which will be shared with other researchers upon
request to facilitate future research.

• Using Sipano, we tested 3 large mobile operators, and 6 pop-
ular smartphone brands and identified 4 categories of pre-
viously unreported security vulnerabilities. We conducted
5 attacks against real-world 5G messaging systems, demon-
strating serious risks to end devices and user privacy. Our
study also provides root cause analysis and mitigation strate-
gies, including security enhancements of specifications.

2 BACKGROUND
2.1 Messaging in the 5G Era
Rich Communication Services (RCS), the foundation of 5G mes-
saging, was originally introduced in 2007 to facilitate multimedia
messaging interoperability between mobile operators. It is standard-
ized by the Global System for Mobile Communications Association
(GSMA) and has undergone significant development over the years.
RCS has gained extensive operator support with the global expan-
sion of Long-Term Evolution (LTE) networks post-2008, especially
the deployment of IP Multimedia Subsystem (IMS). To boost fur-
ther global development and inter-operator connectivity, GSMA
launched the RCS Universal Profile (UP) as the standard in 2016,
and has since released multiple updates.

Currently, 5G already has RCS as an official implementation
option for messaging. With its comprehensive feature support (e.g.,
multimedia transmission, group chat, location push) and straight-
forward implementation (native phone support without additional
apps), 5G messaging has received strong support from mobile op-
erators and phone vendors. In April 2020, several large operators
jointly unveiled the whitepaper The 5G Messaging Service [13]. This
initiative received endorsement from more than 12 leading cell-
phone vendors, including but not limited to Huawei, Xiaomi, ZTE,
and Samsung. Note that in the following content of this paper, the
term “5G messaging” could also refer to “RCS”.
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Table 1: Summary of key findings on 5G messaging vulnerabilities, impacted vendors, and verified attacks.
In this work, we tested a total of 3 popular 5G mobile operators (OP-I, OP-II and OP-III), and 6 brands of
popular cellphones that support 5G messaging (Xiaomi, Redmi, ZTE, Huawei, Hornor and Samsung). *
indicates that V2 can be used to facilitate DoS but is not required.

Category Vulnerability Vendors
(Impacted)

Attack (Verified in this work)

MITM Info
Leak

DDoS
@Server

Storage/Traffic
Consumption

DoS @SMS
App

Carrier
Issues

V1: Unprotected RCS traffic using cellular access OP-I, OP-II, OP-III ✔

V2: Tamperable URL of files to be sent OP-I, OP-II, OP-III ✔ ✔ ✔ ✔*

Cellphone
Issues

V3: Incorrect handling of TLS verification Xiaomi, Redmi, ZTE ✔

V4: Crash-inducing security issues Samsung, ZTE, Xiaomi, Redmi ✔

The base architecture of RCS is IP Multimedia System (IMS) [2],
which includes different types of Call Session Control Functions
(CSCF). Of particular interest is a Proxy CSCF (P-CSCF), which
interfaces with User Equipment (UE) and other back-end CSCFs and
gateways to facilitate end-to-end rich communications. The Session
Initiation Protocol (SIP) [34], serving as the control protocol for IMS,
is a multimedia communication protocol developed by the Internet
Engineering Task Force (IETF). SIP messages can be transmitted
over any of the three transport layer protocols TCP [30], UDP [29]
and SCTP [41]. When Transport Layer Security (TLS) is required to
protect SIP signaling messages, Session Initiation Protocol Secure
(SIPS) URI [5] scheme should be used. In this case, SIP server is
authenticated by SIP User Agent (UA) using public key certificate,
and the UA can be authenticated by the SIP server using either a
client certificate or SIP digest.

IMS security is specified in 3GPP TS 33.203 [3]. Of our interest is
the security protection between SIP UA on the UE (referred to as UE
for simplicity) and P-CSCF (referred to as Gm interface in 3GPP),
including authentication of UE by P-CSCF (namely UE authentica-
tion) and SIP signaling protection. For cellular access (referred to as
3GPP access), Authentication and Key Agreement (AKA) protocol,
namely IMS-AKA [3], is used for mutual authentication between
UE and P-CSCF. At the end of the authentication, a shared secret
is derived by both UE and P-CSCF to enable the use of IPsec ESP
for protecting SIP signaling. For non-cellular access (e.g., Wi-FI),
referred to as non-3GPP access, SIP Digest [37] is used by P-CSCF
to authenticate UE and TLS is used for SIP signaling protection.

Figure 1: Process of utilizing 5G messaging services

2.2 Architecture and Workflow of RCS
Figure 1 illustrates the workflow of 5G messaging (RCS) via a case,
where Alice wants to send a 5G message to Bob. The steps she
needs to take include:
a) Configuration Process.Alice’s UE communicates with the Con-
figuration Server to configure various functionalities and settings to
meet the specific requirements of the service provider and end users.
This process is done by fetching an Extensible Markup Language
(XML) file (referred to as configuration XML) from Configuration
Server via Hypertext Transfer Protocol Secure (HTTPS).
b) Registration Process. Alice interfaces with the RCS Server
(consisting of P-CSCF and back-end authentication network func-
tions) to complete the registration process. During this process,
her identity is authenticated using either SIP Digest [37] or IMS-
AKA methods [3]. Note that the primary processes of IMS-AKA
and SIP Digest are similar. Both methods use the same headers
as HTTP Digest [38] to carry challenge and response values. In
the SIP Digest method, the UE obtains a username and password
during the configuration process, which is then used to generate a
response. Conversely, in the IMS-AKA method, the UE utilizes the
IP Multimedia Services Identity Module (ISIM) within the Universal
Integrated Circuit Card (UICC) to generate a response.
c) Services Process. After registration, Alice’s UE can use vari-
ous RCS services, such as standalone messaging, chat, file transfer,
and geolocation push. Each service may employ distinct protocols
and mechanisms. The standalone messaging services opt for either
pager mode (utilizing SIP MESSAGE) or large message mode [14]
(using Message Session Replay Protocol [19], MSRP, instead). The
chat service also employs MSRP. For file transfer, Alice’s UE initially
uploads the file to the Content Server through an HTTP POST re-
quest. Then the 5Gmessage sent to Bobwould include file download
information in XML format, allowing Bob to access and download
the file from the Content Server. The geolocation push feature
facilitates location sharing by sending geolocation data in XML
format in the message. Additionally, a fallback mechanism, known
as the “geo” URI (Uniform Resource Identifier) [40], can be used
for geolocation sharing. This involves directly sending a “geo” URI
as the message content (e.g., “geo:12.3456789,21.9876543;u=10;rcs-
l=A%20Place%20Name”). The “u” (uncertainty) parameter in the
“geo” URI specifies the degree of uncertainty in meters.
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Table 2: The configuration properties of targeting operators
and the standard. * indicates that encryption is just recom-
mended in the standard, but not mandatory.

Property OP-I OP-II OP-III Standard

Port 5460 (cellular access)
5260 (Wi-Fi access) Not Specified

Authentication AKA AKA, SIP Digest

Cryptography None (cellular access)
TLS (Wi-Fi access) IPsec, TLS*

3 METHODOLOGY
This section outlines our method for designing 5G messaging se-
curity test experiments. First, we measured real-world commercial
5G messaging services to understand specific configurations. Then
we proposed a concrete threat model and systematically analyzed
the potential cryptographic and application layer security risks
of 5G messaging. Based on these identified threats, we developed
the semi-automated testing tool Sipano, detailed in Section 4, to
facilitate experimentation.

3.1 Measurement of Specific Configurations
The standards of 5G messaging are mainly defined by RCC.07 [15]
and Universal Profile (UP) 2.4 [12], which are the primary references
for security testing. The standards leave several key deployment
configurations undefined or open to alternatives. For example, the
authentication method for 5G messaging is defined in RCC.07 [15],
and the options include IMS AKA as well as SIP Digest, which are
chosen by the operator. Therefore, to enable security test exper-
iments, we first captured and analyzed real-world 5G messaging
traffic to measure key operator configurations in commercial net-
works.

Our research scope covered three popular operators, anonymized
as Operator I (OP-I), Operator II (OP-II), and Operator III (OP-
III). The configuration properties we concerned with are listed
in Table 2, including the services port, authentication mechanism
and protection methods used by 5G messaging. We inspected 5G
messaging traffic with rooted Android phones, capturing traffic
with tcpdump and forwarding it via ADB to Wireshark on laptops.

As shown in Table 2, the key configurations of 3 operators are
consistent. Overall, we find their configurations differ between
cellular and Wi-Fi access networks. For cellular access, port 5460
is used with no protection, whereas for Wi-Fi access, port 5260 is
used with TLS. Besides, all three operators employ AKAv1-MD5 as
the authentication algorithm.

3.2 Threat Model
Our threatmodel assumes that an attacker possesses a 5Gmessaging-
enabled phone, and can manipulate the content of messaging pack-
ets, i.e., to control the phone’s 5G messaging traffic. The victim is
another 5Gmessaging user, and the attacker only needs the victim’s
phone number. Additionally, a Man-In-The-Middle (MITM) attacker
requires the ability to monitor and modify the victim’s traffic using
methods discussed in Section 6.1.

3.3 Security Analysis
We aim to contemplate the potential security risks faced by 5G
messaging from two perspectives: the cryptographic protocols be-
low the application layer (i.e., IPsec and TLS), and the protocols
within the application layer (including SIP, MSRP, etc.). The objects
considered include both RCS servers and clients.

3.3.1 Cryptographic Protocols. Since unprotected or weakly pro-
tected transmissions would enable attacks akin to MITM, we first
evaluate the cryptographic protocols used by 5G messaging ser-
vices. In the configuration process, TLS is used. In the registration
and services processes, according to our measurement results, the
cellular ports (5460) of all three tested operators are unprotected,
and the Wi-Fi ports (5260) of them are protected by TLS. There-
fore, at the cryptographic protocol level, we only need to further
validate: whether TLS is correctly and securely deployed (e.g., the
correctness of certificate validation).

3.3.2 Application Layer Protocols. The three primary steps of 5G
messaging include configuration, registration and services (see Fig-
ure 1). Given that the configuration process primarily involves the
UE retrieving a configuration XML via HTTPS, our chief concern
for application layer protocol security centers on the registration
and services phases.
Registration. Following the traffic analysis in Section 3.1, the
three operators we tested employ AKAv1-MD5 algorithm during
the registration process. It is worth validating if this authentica-
tion process is correctly implemented, specifically whether the
5G message server can accurately verify identity consistency dur-
ing authentication. Two SIP headers are critical for authentication,
From and P-Preferred-Identity. We can test the security of au-
thentication by modifying these headers during registration. It’s
noteworthy that, to avoid causing harm to the operator servers, we
will only replace these header values with another legitimate but
theoretically unauthenticated identity.
Services. According to RCC.07 [15], 5G messaging services provide
standalone messaging, chat, file transfer (via SMS), geo-location
PUSH (via SMS), and chatbot functions. Since chat and chatbot
services have not been fully deployed by the operators tested, we
do not consider related security issues in this paper. Nonetheless,
the MSRP protocol, integral to the chat service, is also employed in
the large message mode of the standalone messaging service, which
has been deployed. Consequently, we are still able to conduct tests
on MSRP. We have run RCS services on the tested phones across
all three operators and captured the traffic. Table 3 presents the
potential targets we identified as critical to security, along with
the selected fields for testing. The testing strategy is divided into
three categories: 1) Illegality: changing a field to an illegal value,
2) Legitimate Alteration: changing fields to other legal values, and
3) Out-of-Bounds: testing situations where numeric-type fields go
beyond reasonable ranges (e.g., negative values). The first and sec-
ond strategies are applied to all the targeted fields, and the third
strategy (Out-of-Bounds) is only applied to the numeric fields. It
is worth noting that to avoid harming operator servers, the mal-
formed packets for testing are categorized into two types: 1) packets
that we believe may harm the server, which will only be sent to
our controlled Local UE (without going through the server), and
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Table 3: List of the tested fields. * indicates that this field is
additionally subject to Out-of-Bounds testing strategy.

Service Tested Protocol/Format Tested Fields

Standalone
Messaging

(pager mode)
SIP

From, To, Contact, Call-ID,
CSeq, Expires, Allow, Supported,
P-Access-Network-Info, Via,

User-Agent, Content-Type, Server,
P-Preferred-Identity, Route,

Accept-Contact, Max-Forwards*

Date*, Content-Length*

Standalone
Messaging

(pager mode)
CPIM

From, To, Content-Type, NS,
imdn.Disposition-Notification,
Message Content, DateTime*,

Content-Length*

Standalone
Messaging

(large message
mode)

MSRP
To-Path, From-Path, Message-ID,
Success-Report, Content-Type,

Byte-Range*

File Transfer XML content

file-info, file-hash-algorithm,
file-hash-value, content-type,

file-name, data url, file-size*, until*,
am:playing-length*(only for audio)

Geolocation PUSH Geolocation Push URI
(for fallback) rcs-l, crs, coordinate*, u*

2) packets deemed harmless to the server, which may be sent to
Remote UE through the server.

4 DESIGN AND IMPLEMENTATION OF SIPANO
This section describes the design and implementation of Sipano,
a system designed to investigate and exploit vulnerabilities in
the 5G messaging service. Sipano primarily includes five parts:
1) SipMITM, to control 5G messaging traffic for testing, 2) Payload
Generator, to automatically generate testing payloads, 3) Message
Constructor, to construct complete SIP and MSRP messages based
on payloads, 4) Log Generator, to collect information and gen-
erate useful logs and 5) False Content Server, to test the File
Transfer functionality. The following will detail the design and
implementation.
SipMITM. SipMITM is the core component of Sipano, which enables
MITM attacks to control RCS traffic and uses messages generated
by Message Constructor for testing. The MITM attack initiated
by SipMITM is based on vulnerabilities identified in our analysis
of cryptographic protocols. MITM attack in this work between UE
and RCS Server will be detailed in Section 6.1.
Payload Generator. Payload Generator is a template-based pay-
load creator. Within the template, specific placeholders can be em-
ployed to depict a particular scheme for string generation. Addi-
tionally, certain symbols can be used to denote simple mutations
on a string (e.g., random insertions/deletions of characters). Testers
have the flexibility to use Augmented Backus-Naur Form (ABNF)
syntax to customize the specific placeholders for string generation.
It also supports dynamic variable filling, which can automatically
fill fields that can only be determined during actual testing (such
as the recipient’s phone number).
Message Constructor. Message Constructor is used to generate
complete SIP and MSRP messages, allowing Payload Generator
to focus on the fields that need to be tested.

LogGenerator. Log Generator collects and organizes information
from SipMITM and UEs, such as crashes, outputting logs of various
levels for subsequent analysis.
FalseContent Server. False Content Server is anHTTPS server
based on Python library http.server. Its primary purpose is to test
File Transfer services, evaluating whether the file URL is susceptible
to tampering. If tampering is feasible, False Content Server
can replace the operator’s content server, allowing the attacker to
control downloaded files. This also avoids detrimental impact on
the operator’s servers by hosting malicious files (e.g. oversized files)
on False Content Server instead. Besides, this tool can generate
arbitrary-sized files or images to facilitate testing.

Figure 2 illustrates the complete testing procedure. We first
deployed Sipano on a laptop, acting as a man-in-the-middle be-
tween UEs and the RCS Server. Based on security analysis results,
we manually created test templates and fed them to the Payload
Generator. Then, the SipMITM controlling RCS traffic of Local
UE fed payloads to Message Constructor to construct complete
SIP/MSRP messages, and sent them to the Local UE or the Re-
mote UE. Note that the distinction between the Local/Remote UE is
that the messages sent to the latter need to pass through the RCS
Server and thus may be subjected to validation. Besides, for file
type messages, the receiver UE would request the Content Server
(the operator’s Content Server or our implemented False Content
Server) to download files. Finally, we identified potential security
issues by analyzing logs generated by Log Generator. It is worth
noting that this experimental framework can be used to test both
the UE and the RCS Server. When testing the UE, if it is not vul-
nerable to MITM attacks, it can still be tested by placing it as the
Remote UE and not deploying SipMITM for it.

Figure 2: Experimentation framework

The design and implementation of Sipano empower us to semi-
automatically conduct experiments aimed at unearthing potential
security issues within the 5G messaging service. Specifically, on
the service side, we tested three large operators. While on the UE
side, we selected six popular mobile phone brands (models) with
5G messaging enabled, i.e., Samsung (A53 5G), Huawei (Mate 30
5G), Honor (50), ZTE (S30), Xiaomi (12) and Redmi (Note 9 5G).
Detailed findings from these tests and our subsequent analyses are
presented in the following section.
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5 SECURITY ISSUES
Our experimental findings reveal security vulnerabilities across
the 5G messaging system at various levels, including deployment
flaws (V1: Unprotected RCS Traffic Using Cellular Access), protocol
design flaws (V2: URL Tampering When Sending Files), and im-
plementation flaws (V3: TLS Validation is not Handled Correctly,
V4: Crash-inducing Security Issues). We will detail these security
issues in the following.

5.1 V1. Unprotected RCS Traffic Using Cellular
Access

Description. According to the IMS security standards [3], the
integrity of SIP signaling channel between a UE and the P-CSCF
needs to be protected by IPsec when the UE uses cellular access.
However, our tests showed that all three operators we tested, OP-I,
OP-II and OP-III, use publicly accessible servers on the Internet to
serve 5G messaging. A UE using cellular access directly establishes
SIP channels with the server on 5460 port, without any integrity
or confidentiality protection. Thus the Gm interface between the
UE and the P-CSCF has not been protected as required by the
standards [3], which is a vulnerability we denote as V1.
Security Risks. The flawed deployment of operators introduces
considerable security risks to 5G messaging. The lack of confiden-
tiality protection in RCS traffic allows attackers to intercept 5G
messages by monitoring signaling data through the air interface.
Previous studies [28] confirm that, current commercial networks
lack encryption on user-plane data over the air interface, facilitat-
ing the eavesdropping attack. Furthermore, the absence of integrity
protection enables adversaries to conduct MITM attacks on RCS
traffic, potentially resulting in fraudulent and spamming activities.
Although executing MITM attacks directly on the air interface is
challenging [33], we found their feasibility increases if users employ
Virtual Private Network (VPN). VPN is now a popular choice for
Internet users to protect privacy [22], and has been used by over
31% of Internet users [18]. Our research found that under default
settings, RCS traffic could be directly forwarded through the VPN
upon cellular network connection. This unprotected RCS traffic
is then susceptible to MITM attacks, especially if the VPN service
node is compromised or if users install malicious VPN software
under the control of an attacker.
Impact. We conducted detailed tests on the 6 brands of phones to
examine their specific behaviors. Firstly, all the RCS traffic from
these mobile phones connected to OP-I, OP-II and OP-III using
cellular access is not protected. Secondly, if a VPN is enabled on the
user terminal: 1) Xiaomi, Redmi, ZTE, Huawei and Honor would
forward 5G message traffic to the VPN. This prevents MITM attacks
in cellular networks (e.g., FBS) but discloses the unprotected traffic
to the VPN, which would be malicious or compromised. 2) Samsung
phones forcefully prevent 5G message traffic from being forwarded
to the VPN. This avoids potential MITM attacks launched by VPN
nodes but may expose the RCS traffic to attacks in cellular networks.

5.2 V2. URL Tampering When Sending Files
Description. Upon thorough examination, we discovered that op-
erators may not validate the integrity of the XML metadata in the
SIP MESSAGE request. As a result, an attacker could arbitrarily

modify the URL in the XML, directing the recipient to access and
download a file from any URL. Both image and file transfers in
RCS-based 5G messaging follow the same process, with image mes-
sages allowing the transmission of a thumbnail and a full image.
Further analysis revealed that an attacker could replace the URL of
the thumbnail with a malicious URL. Consequently, the recipient’s
mobile device would automatically access this malicious URL upon
receiving the message, even without any action from the victim.
Security Risks. This vulnerability can lead to several serious secu-
rity threats impacting mobile operators’ servers, end-user devices,
and user privacy. Firstly, an attacker could send a manipulated
XML file to multiple users, tricking them into initiating a (large)
file download, thereby facilitating a reflection amplification DDoS
attack on any targeted HTTP server. Secondly, this vulnerability
could be exploited to consume substantial data from the recipient,
leading to mobile data billing fraud and potentially exhausting their
mobile storage. Lastly, as the victim uses a detailed User-Agent
header containing their device model, operating system version
when accessing the HTTP content server, an attacker could hijack
the connection to their server to steal sensitive information and
initiate privacy-invasive attacks.
Impact. Our tests found that all three operators did not check
the integrity of the downloading URL. In terms of terminals, we
identified 4 affected vendors, including: 1) Xiaomi, Redmi and ZTE,
who automatically download the entire file corresponding to the
tampered URL without any validation; and 2) Samsung, who would
check if the file matches the size declared in the XML (and send
warnings to users of mismatch). While this validation mitigates
DDoS and attacks intended to consume user data and storage space,
it is still feasible for information leakage attack.
Root Cause.We consider this vulnerability to be a protocol design
flaw. Upon scrutinizing the RCC.07 document [15], we found it
only addresses confidentiality and integrity issues related to RCS
services carrying file URIs, overlooking the potential scenario of a
sender acting maliciously and sending XML with a harmful URL.
In other words, the possibility of malicious XML modification by
the sender has been ignored. Mitigating this security flaw is not
straightforward. The operator must ensure the XML returned by
the content server remains unaltered until it reaches the message
server. Given the distinct functions of the content and message
servers, this is a challenging task under the current protocol design.
We’ll provide several mitigation recommendations in Section 7.

5.3 V3. TLS Validation is Not Handled Correctly
Description. Our analysis also uncovered security issues when
mobile devices use Transport Layer Security (TLS) forWi-Fi connec-
tions. The TLS authentication process for certain devices is flawed,
making them susceptible to man-in-the-middle attacks. Specifically,
these devices only verify the certificate chain’s issuance by a legit-
imate Certificate Authority (CA), neglecting hostname matching
(i.e., if the certificate matches the domain name). Consequently, an
attacker can use a TLS certificate from any domain they control to
impersonate an RCS server and initiate a separate TLS connection to
the actual RCS server, effectively establishing a man-in-the-middle
attack.
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Security Risks. In contrast to cellular access, while the deployment
of TLS under Wi-Fi theoretically protects RCS traffic, the vulnera-
bility of certificate validation makes the cryptographic protection
broken again. By using a replaced certificate, a man-in-the-middle
attacker can successfully establish an RCS connection to the flawed
end device, enabling eavesdropping, interception, and even tamper-
ing with all RCS communications between the target device and
the actual RCS server. This exposes victims to various potential
risks, including identity theft, privacy invasion, and unauthorized
access to personal information.
Impact. This is an implementation vulnerability on the client-side.
We used Let’s Encrypt1, a public trusted certificate authority, to
apply for a TLS certificate for a domain that we control, and tested
the behaviors of the six mobile phones. The tests found that 3 of
them were impacted, including Xiaomi, Redmi, and ZTE. They did
not sufficiently verify the certificate, allowing the attacker to suc-
cessfully establish a TLS connection and making them susceptible
to an MITM attack. Besides, Huawei, Honor, and Samsung strictly
verified the certificate and sent an RST packet to disconnect when
the verification failed.

5.4 V4. Crash-inducing Security Issues
Description and Security Risks. We discovered a total of five
security issues that could lead to crashes, four of which could be
remotely triggered on the recipient’s end without any interaction.
The devices implicated include Samsung, Xiaomi, Redmi, and ZTE.
We’ve categorized these issues as V4. It is noteworthy that the 5G
messaging services tested on all devices were integrated within the
native SMS application, implying that a crash in the 5G messaging
service could likely affect the usability of the SMS application.
Impact. The impact of such crash vulnerabilities is closely tied to
the end device’s implementation. Therefore, we detail the vulnera-
bilities below separately.

1) Samsung restricts the size of an image thumbnail received via
RCS to 1048576 bytes, i.e., 1MB. However, we discovered that the 5G
message app on the phone crashes when the thumbnail size ranges
between 504KB (approximately) and 1MB. This message triggering
the crash will not be displayed on the phone, and messages being
drafted at the crash time are not saved as drafts. Under normal
circumstances, thumbnails are compressed by the operator’s servers
when images are sent via RCS, limiting an attacker’s ability to
exploit this issue as thumbnail size is not entirely controllable.
However, when combined with the XML tampering issue (V2),
attackers gain full control over the sent thumbnails, enabling them
to easily remotely trigger a service crash on the target device.

2)When Xiaomi and Redmi phones receive a geolocation URI and
the encoded string in rcs-l is malformed (e.g., rcs-l=%E5%8C%9),
the SMS application will crash and exit. Similar to the behavior
observed on Samsung phones, the message triggering the crash
will not be displayed on the phone, and messages being drafted at
the crash time would not be saved as drafts.

3) We identified three crash issues on ZTE mobile devices on the
handling of malformed SIP messages, including: 1) When the device
receives an audio file message and the am:playing-length value
exceeds the range of int or is not a numeric string; 2) When the

1https://letsencrypt.org/

Table 4: MITM attacks validated

Network Vulnerability
MITM Method

VPN
DNS

Spoofing ARP
Phishing
Wi-Fi

Cellular V1 ✔ ✔ - -

Wi-Fi V3 ✔ ✔ ✔ ✔

device receives a geolocation URI, and the rcs-l is malformed (sim-
ilar to Xiaomi and Redmi); 3) When the From header in the received
SIP message is malformed (for example, 〈si:123〉), the messaging
application would abruptly crash and exit.

6 ATTACKS
To verify the feasibility of exploiting the identified vulnerabilities
in real environments, we launched attack verification experiments
and give the details in this section.

6.1 Man-In-The-Middle Attack
Both V1 and V3 lead to the lack of effective authentication of the
identity of RCS servers, posing the risks of man-in-the-middle
attacks. We conducted verification experiments of both these two
scenarios.
AttackProcedure.The first step of the attack is to constitute aman-
in-the-middle, i.e., make the victim’s RCS traffic pass through the
attacker. For the cellular scenario, although it may be challenging
to perform a stable hijacking directly at the air interface [33], the
attacker can (i) install malicious VPN software on the victim’s
mobile device or (ii) employ DNS spoofing to hijack the RCS traffic
of the victim. The attack using method (i) does not necessarily
require direct control of the VPN software. If the attacker controls
the VPN server used by the victim or other nodes in the forwarding
path, it is also possible to redirect traffic to the attacker and execute a
man-in-the-middle attack. It is worth noting that even if a malicious
node is unable to intercept traffic from a VPN server, it can still
perform the attack of TCP injection. For the Wi-Fi scenario, (i)
and (ii) are still valid. Besides, more attacking methods include (iii)
deploying an ARP (Address Resolution Protocol) cache poisoning
attack, (iv) using Dynamic Host Configuration Protocol (DHCP)
spoofing, and (v) creating a phishing Wi-Fi are also effective. For
example, when the attacker and the victim are located in the same
Wi-Fi network, the man-in-the-middle can be achieved through
ARP spoofing or DHCP spoofing, or by actually functioning as
the Wi-Fi gateway (e.g., through the creation of a phishing Wi-Fi
network). After successfully constructing an MITM, the attacker
can perform a series of malicious operations, such as listening,
intercepting, tampering or sending forged 5G messages.
Validation. The attack we have validated are shown in Table 4
with our developed tool, Sipano. Note that DNS spoofing needs to
be executed based on actual situations, hence it is not included in
Sipano’s implementation. We validated DNS spoofing during our
experiment by directly using a malicious (controlled by us) DNS
server on the phone.
Attack Results. We successfully executed MITM attacks by V1
on Huawei, Honor, Xiaomi Redmi, and ZTE phones using cellular

https://letsencrypt.org/
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access, and by V3 on Xiaomi, Redmi, and ZTE phones using Wi-Fi.
All of these experiments showed the same attack result. We gained
the ability to both impersonate the victim to send RCS messages to
any recipient, and impersonate any sender to send RCS messages
to the victim. We also gained the ability to intercept, eavesdrop
on, and modify all RCS messages, leading to a significant breach of
privacy and the exposure of sensitive communications. Additionally,
we gathered specific information from the victim’s devices, such
as mobile model, phone number, International Mobile Subscriber
Identity (IMSI) and system version, through these attacks. Note
that the IMSI is carried in the SIP Authorization header during the
registration process.

6.2 Zero-Click Remote Information Leakage
V2 leads a victim UE to access a malicious (attacker-controlled)
server after receiving a tampered 5G message. One of the conse-
quences is information leakage.

Figure 3: Process of a Zero-Click Remote Information Leak-
age Attack

Attack Procedure. Figure 3 illustrates the procedure of a zero-
click remote information leakage attack. The attacker, equipped
with only the target’s phone number, sends an RCS message with
a tampered thumbnail link. The victim’s phone automatically ac-
cesses this link, resulting in an HTTP GET request to the server
controlled by the attacker. The server can then log the originating
IP address and User-Agent, revealing information including the
victim’s phone model and operating system version. The strong
correlation between an individual and their phone number can
also be exploited by an attacker to potentially track the geographic
location of the target. This can be achieved by linking the recorded
IP address with its corresponding geographic location2 3.

Moreover, when sending an RCS message containing XML with
a tampered link to a phone that does not have the RCS service
enabled, the phone will not receive any message, and the attacker’s
server will not receive an HTTP GET request. This characteristic
can be used as a side channel to detect whether any arbitrary phone
number has the RCS service enabled. This feature carries a certain
degree of stealth — if the RCS service is not enabled, the target will
not receive any prompt information.
Validation. For traffic control convenience, we first initiated an
MITM attack on a mobile phone, thus controlling the RCS traffic
from the phone. In addition, we set up False Content Server
component to observe the specific content of the HTTP GET initi-
ated by the victim. Next, we sent an RCS message to another phone
2https://www.iplocation.net/ip-lookup
3https://www.geolocation.com/

(only its number was needed), the thumbnail URL in the XML of
which was changed to https://[hostname]:[port], where hostname
and port are the domain name and listening port of False Content
Server. Finally, we observed the content received on the False
Content Server.
Attack Results. The Xiaomi and Redmi phones leaked the specific
phone model, operating system version, and IP address. The ZTE
phone revealed the specific phone model, Android version, and IP
address. The Samsung phone divulged the specific phone model
and IP address.

6.3 Phone Storage Occupancy and Mobile Data
Consumption Attack

V2 could also be abused to consume the victim user’s storage or
data traffic charges.

Figure 4: Storage Occupancy Attack Process

Attack Procedure. As depicted in Figure 4, an attacker starts by
sending an RCS message containing a tampered thumbnail URL
to the victim UE. This altered URL leads to a download link for a
large file. Consequently, the victim UEmay automatically download
the entire thumbnail, resulting in excessive occupation of phone
storage and considerable consumption of mobile data.
Validation. First, we set up False Content Server and placed
files of 1MB, 10MB, 100MB, and 1000MB sizes on it. Next, we con-
trolled an attacker UE to send RCS messages with tampered thumb-
nail links to the victim UEs. The thumbnail links were tampered
with to match the file download URL of False Content Server.
Lastly, we observed if the victim UEs would completely download
the large thumbnail.
AttackResults. The Xiaomi, Redmi, and ZTE phones automatically
downloaded the entire thumbnail without any user interaction,
making them vulnerable to this attack. In contrast, the Samsung
phone restricts thumbnail size to 1MB, rendering it unaffected. The
Huawei and Honor phones were not susceptible to this attack since
they did not access the server specified by the attacker.

6.4 Reflection Amplification DDoS Attack
towards an Arbitrary Server

V2 can also be abused to implement a reflection amplification attack,
where a group of victim UEs form intermediate devices, download
large files on the target server in parallel, and consume the target
server’s network bandwidth.
Attack Procedure. Figure 5 illustrates the process of initiating a
reflection amplification DDoS attack using vulnerability V2. This
attack is similar to the attack described in section 6.3, except that
this attack targets the HTTP server rather than UE. The attacker
begins by sending RCS messages, with tampered thumbnail links in
the XML, to multiple UEs. These UEs, in turn, send HTTP requests
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Figure 5: Process of a Reflection Amplification DDoS Attack

to the server corresponding to the link to download the file. It’s
important to note that the attacker only needs to send an RCS
message with XML, which is typically small (about 3KB). In contrast,
the UEs download the entire file, creating a reflection amplification
attack. Although not all mobile devices can serve as reflectors to
facilitate a DDoS attack, the attacker can initially enumerate phone
numbers and collect information about devices that can be used for
a DDoS attack through an information leakage attack.
Validation. Due to ethical considerations and the large number of
mobile devices needed for such an attack, we could only use the
mobile devices available in our lab for testing. We used Xiaomi,
Redmi, and ZTE phones as reflectors to perform the attack and
observe the amplification factor.
Attack Results. The total TCP traffic sent and received for sending
the constructed 5G message is approximately 10 KB. By conserva-
tively placing a 1,000 MB file on the HTTP server, we observed an
amplification factor of approximately 100,000 times. It is important
to note that this is not the maximum potential amplification factor.
The factor could potentially be larger, depending on the file size
hosted on the target server.

6.5 DoS Attack on the Messaging Application
Attackers can abuse V4 (crash issues) to attack Samsung, Xiaomi,
Redmi, and ZTE cell phones, resulting in denial of service effects.
The prerequisite for these attacks is only to obtain the cellphone
number of the target victim, and all of them can be launched re-
motely. As the causes of crashes are related to specific phonemodels,
we describe them separately below.
Case-I: Samsung, Xiaomi, and Redmi. Assume that the attacker
controls a cellphone with 5G messaging enabled and has the ability
to modify its traffic. Then the attacker sets up a malicious HTTP
server and places a bmp image of size 523,966 bytes on it. For Sam-
sung, the attacker sent an RCS message with a tampered thumbnail
link to the target victim phone every 10 seconds. The thumbnail link
was altered to the bmp image link on the malicious HTTP server.
For Xiaomi and Redmi, the attacker sent a malformed geolocation
URI text message (specifically, geo:40,30;rcs-l=%E5%8C%9) every 10
seconds. We then observed the attack results on the target phone:
its messaging app crashed every 10 seconds. Along with the loss of
the edited draft when the application crashes, it also disabled the
target phone’s ability to send text messages normally.
Case-II: ZTE. For ZTE, the attacker can send either malformed
geolocation URI or malformed audio file XML with audio duration
set to values exceeding the int range or non-numeric strings, simi-
larly sent every 10 seconds. Following this, we observed the attack
results on the target phone: its messaging app immediately crashed
once, and upon receiving malformed messages subsequently, it

wouldn’t crash immediately but would do so intermittently. The
target phone would not be able to receive any RCS messages, and
the status would remain as “sending” when trying to send RCS
messages (the recipient could receive the messages normally at this
point).

7 COUNTERMEASURE AND DISCUSSIONS
7.1 Countermeasures
V1. Unprotected RCS Traffic Using Cellular Access. To address
V1, operators should follow the recommendations and requirements
by 3GPP and GSMA on protecting the interface between UE and
P-CSCF over 3GPP radio access network using IPsec ESP. However,
one reason that IPsec is not used may be due to the fact that not
all end devices support IPsec for accessing IMS services. Therefore,
a short-term solution is to use TLS, as GSMA responded that it is
important to secure the Gm interface regardless of whether TLS or
IPsec is used.
V2. URL Tampering When Sending Files. The current short-
term mitigation strategy is strictly limiting the thumbnail size on
the UE side. The proposed solution by OP-I is to rigorously verify
on the RCS Server that the URL in the XML comes from the current
operator. File interoperability between different operators can be
achieved by pulling files through the operators’ servers. We believe
this approach, although more resource-intensive when operating
across different operators, to be a feasible long-term solution. We
have reached out to GSMA and they have sent a Liaison State-
ment (LS) to the GSMA member working group NG to discuss the
solution.
V3. Incorrect Handling of TLS Verification and V4. Crash-
inducing Security Issues. To mitigate V3, V4, and any future
vulnerabilities, security specifications need to be clear on require-
ments and the quality of codes, particularly security-related codes,
needs to be improved. For example, certificate validation needs to
be clearly specified and implemented rigorously, including validat-
ing the hostname in a requeset URI against the identity in a server
certificate (e.g., Subject Alternative Name field). Based on our find-
ings and the recommendation from GSMA, 3GPP has updated TS
33.203 [3] by explicitly requiring UE to validate the P-CSCF server
name against its TLS certificate [4]. More robust handling of excep-
tions is also important in avoiding potential security vulnerabilities.

7.2 Disclosure and Ethic Considerations
Vulnerability Disclosure.We reported the two security issues re-
lated to OP-I, OP-II and OP-III to the GSMA. GSMA recognized the
vulnerability we found, assigned a CVD number (CVD 2023-0075),
and is working on potential mitigation. GSMA also informed 3GPP
of V3, and 3GPP updated TS 33.203 accordingly [4]. Both GSMA
and 3GPP thanked our contribution on enhancing mobile network
security. We also reported V1 and V2 to CNVD, and they accepted
the vulnerabilities and assigned two CNVD numbers (CNVD-2023-
95756 and CNVD-2023-95757). We also informed the smartphone
manufacturers Xiaomi, Huawei, Honor, Samsung, and ZTE about
the relevant security issues. Xiaomi recognized all the vulnerabili-
ties we reported (V1, V2, V3 and V4) and gave us a bonus of 6,500
RMB. Huawei has recognized V1 and gave us a bonus of 5,000 RMB.
Honor gave an initial response and is analyzing the vulnerabilities.
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Samsung recognized V4 and gave us a bonus of 290 US dollars. ZTE
confirmed all four vulnerabilities.
Ethical Considerations. The primary ethical concern of our work
is transmitting altered SIP packets to actual 5G messaging services.
We referenced existing papers [28, 46] on security testing of cellu-
lar networks, as well as authoritative guidance such as the Menlo
Report [6], to design an ethically compliant experiment. First, we
only tested our controlled smartphones to prevent potential dis-
ruption to other mobile users. Second, for messages destined for
RCS servers or forwarded by them, we meticulously managed the
message modification strategies. All altered fields are theoretically
processed solely by the receiving UE, with the server merely for-
warding them.We also ensured the absence of malformed fields that
could lead to parsing errors in case the server attempted to parse
them. Particularly during file download URL testing, we managed
our content server to return files exclusively to the receiving UE’s
IP address, thereby avoiding security or performance impacts on
the operators’ servers due to incorrect downloads. Furthermore,
we strictly regulated the message sending rate to a minimum of 10-
second intervals, to avoid undue impact on servers. Another ethical
concern involves the potential for Sipano to be maliciously used to
launch actual attacks. Therefore, we provide Sipano only under the
condition of verified identities and upon request, to mitigate the
risk of its malicious use.

8 RELATEDWORK
This paper focuses on the security of 5G messaging. In this section,
we primarily discuss the known vulnerabilities of SMS and RCS,
along with other 5G security issues reported in prior studies.
SMS Security Threats. As one of the most popular communica-
tion tools, SMS has garnered significant attention from both cyber
attackers and the security community. Numerous studies have been
published focusing on the detection of spam SMS [20, 21, 26, 31] and
the behavior analysis of the criminal groups [25, 32, 45]. Besides
spam, several studies also explored security threats stemming from
vulnerabilities in SMS-related protocols and implementations. As
early as 2011, Mulliner et al. [24] conducted fuzzing test on SMS
applications of feature phones (non-smartphones) using controlled
GSM base stations established on open-source software. They dis-
covered that GSM phones have numerous implementation flaws,
thus maliciously crafted messages can easily cause the phone to
crash, restart, or even become unusable. Then with the emergence
of smartphones, Schrittwieser et al. [35] studied the security issues
in new SMS applications in 2012, primarily identifying errors at the
business logic level (e.g., the authentication process) rather than
the protocol layer. With the advent of 4G, SMS services have shifted
from the traditional circuit-switched domain to the packet-switched
domain, facilitated by IMS (IP Multimedia Subsystem). In 2016, Tu
et al. [42] explored the security threats of IMS-based SMS, such as
plaintext transmission and identity verification flaws.

In 5G, the text messaging service has undergone a new transition
to RCS, which also implies the emergence of new potential threats.
Zhao et al. [46] conducted the first systematical security analysis
of the 5G messaging of 4 US operators, revealing OTP (One Time
Password) authentication flaws that allow remote identity imper-
sonation and RCS service hijacking. However, the three operators

examined in this study utilize AKA (Authentication and Key Agree-
ment) rather than OTP for authentication, which could potentially
introduce new security issues that warrant further investigation.
5G Security Issues. While still in its infancy, 5G security research
has gradually become an emerging focus in the academic commu-
nity in recent years. Most existed works have delved into the formal
analysis and verification of 5G protocols [7, 17, 23, 44]. Among them,
the 5G-AKA authentication protocol is most analyzed and has been
found to have several design flaws. For example, Borgaonkar et
al. [8] found that the sequence number used in AKA was not suffi-
ciently randomized, allowing attackers to continuously track users
via fake base stations.

In addition to protocols related to security research, several
works also explored security issues introduced by 5G features. To
accommodate a variety of terminal devices, 4G and 5G allow ter-
minals to declare their supported parameters through “device ca-
pabilities”. However, Shaik et al. [36] confirmed that such features
could be leveraged by attackers to identify active terminals within
a network. Besides, Hussain et al. [16] found that the fixed paging
occasions in 4G and 5G could be exploited by attackers to identify
mobile users for privacy-related attackers such as location tracking.
In response to these security flaws, some protective measures based
on digital certificates and signature verification mechanisms have
been proposed [9, 39], but they have not yet been implemented. In
comparison, there are currently few papers studying the security is-
sues of the real-world 5G network and application implementations.
Most of them concentrated on 5G performance such as coverage
and quality in commercial deployment. [27, 43]. Therefore, this pa-
per could supplement the research gap in the field of 5G application
security.

9 CONCLUSION
SMS has evolved significantly over three decades, notably with
the advent of RCS. Along with the promising functionalities and
global adoption of RCS, the evolution of such services also intro-
duces new security risks. Our research provides a comprehensive
security analysis of 5Gmessaging services, focusing on both carrier-
side deployment and phone-side implementations. We developed a
semi-automated tool, Sipano, which helps identify potential vulner-
abilities in 5G messaging services. Our study, which tested three
popular operators and six popular 5G messaging-enabled devices,
unveiled numerous unreported security flaws from noncompliance
with security specifications to software implementation vulnera-
bilities. We hope our work will raise awareness of 5G messaging
security and spur research on mobile network safety.
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